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1 Introduction and Background

Application security assessment was performed on the OWASP Juice Shop application. The assessment period was
from 28 Apr 2026 to 04 May 2026.

The OWASP Juice Shop is a publicly accessible demo online banking and e-commerce platform intentionally designed
for security testing, training, and education. The application simulates real-world functionalities including user
authentication, product ordering, wallet management, coupon redemption, and customer interactions. The system
processes user-related information such as account credentials, order details, wallet balances, and session data.

NOTE: Due to the unavailability of a dedicated live environment and in adherence to security and ethical testing
principles, all assessment activities — including payload delivery, route enumeration, and exploitation verification —
were conducted exclusively against a locally hosted instance of OWASP Juice Shop. All findings, payloads, affected
URLs, and evidence documented in this report are derived from the controlled local test environment and reflect the
security posture of the equivalent production application architecture.

2 Objective

« Verify the implementation of security controls within the application in alignment with OWASP Top 10 (2021)
and industry best practices.

« ldentify, prioritize, and document security vulnerabilities discovered during dynamic testing.

«  Provide actionable technical remediation recommendations to improve the overall security posture of the
application.

3  Approach

» Performed application reconnaissance and mapped available endpoints and functionalities using browser
DevTools and main.js bundle analysis.

« Conducted Dynamic Application Security Testing (DAST) against OWASP Juice Shop hosted in a local test
environment (https://juice-shop.herokuapp.com — local instance).

»  Utilized Burp Suite Community Edition for intercepting, modifying, replaying, and analyzing HTTP requests and
responses.

« Performed manual vulnerability testing aligned with OWASP Top 10 (2021) categories — including Injection,
Broken Access Control, Cryptographic Failures, Insecure Design, and Security Misconfiguration.

» Tested for SQL Injection, XSS, IDOR, CSRF, Security Header gaps, Business Logic Flaws, Session Management
issues, and Cryptographic weaknesses.

« Analyzed findings based on exploitability, severity, and potential impact to the application and its users.

« Documented all vulnerabilities with technical description, proof-of-concept payloads, confirmed impact, and
prioritized remediation recommendations.

Constraints:
« Testing was performed exclusively against a local/offline instance of OWASP Juice Shop — no production or
live customer-facing systems were accessed.
» Testing was limited to Burp Suite Community Edition capabilities — no automated authenticated scanning
tools (Burp Pro, Weblnspect) were used.
« All exploit payloads and route enumeration reflected in this report were validated solely in the controlled test
environment.
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4  Executive Report

Executive summary of vulnerabilities identified during Dynamic Application Assessment of OWASP JUICE SHOP

Findings by Vulnerability Severity
Chart Title

=

Critical High Medium Low

M Critical m High Medium ® Low

Absence of a bar chart represents there are no vulnerabilities for that severity level

Findings by OWASP Category

FINDINGS BY OWASP CATEGORY
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List of Vulnerabilities
The full list of findings can be found in the Technical Testing Results section below.
Sl eGRC Finding Severity # instances | Finding | Target date for
No. | Finding ID identified status remediation
1 Injection Critical Web App
2 Injection Critical Web App
3 Injection High Web App
4 Security Misconfiguration High Web App
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5 Broken Access Control High Web App
6 Broken Access Control High Web App
7 Cryptographic Failures Medium Web App
8 Cryptographic Failures Medium Web App
9 Security Misconfiguration Medium Web App
10 Software & Data Integrity Failures Medium Web App
11 Insecure Design Medium Web App
12 Security Misconfiguration Low Web App
13 Security Logging & Monitoring Low Web App
Failures

Highly Confidential
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5  Technical Testing Results

1. SQL Injection on Authentication Endpoint

Category Injection

Description e The login endpoint fails to use parameterized queries or prepared statements, allowing
attacker-controlled input to be interpreted as SQL syntax by the backend database
engine.

e Classic bypass payloads such as ' OR 1=1-- can be injected into the username or
password field to manipulate the WHERE clause of the authentication query.

e The application returns verbose SQL error messages or differential HTTP responses,
confirming injection context and enabling blind/error-based enumeration.

e Authentication logic relies entirely on database query result evaluation, meaning a
manipulated true-result query grants access without valid credentials.

e No WAF, input sanitization, or prepared statement layer intercepts the malicious
payload before it reaches the database engine.

Impact e Complete authentication bypass — attacker can log in as any user including admin
without knowing credentials.
e |If stacked queries are supported, attacker can execute DDL/DML commands — DROP,
INSERT, UPDATE on any table.
e Full database enumeration possible — schema, tables, user credentials, Pll exfiltration
via UNION-based or blind injection.
e Privilege escalation to admin account leads to full application compromise.

Recommendation 1. Enforce parameterized queries / prepared statements across all SQL-interacting code

paths — never concatenate user input into query strings.

2. Use an ORM (e.g., Sequelize, TypeORM) with query binding to eliminate raw query
construction.

3. Implement server-side input validation — whitelist allowed character sets for
username/password fields.

4. Suppress SQL error messages in production; return generic HTTP 401 responses only.

5. Deploy a WAF rule set (e.g., ModSecurity CRS) to detect and block known SQLi patterns
at the perimeter.

Finding Id

Target Date

Affected URLs
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i 6
Evidences Q e Account ! Your Basket
e admin@)juice-sh.op
.
Orders & Payment »
randompassword
Privacy & Security »
5] Login Logout
[0 Remember me
Management djaGDJGijfakj
response

2. Full Database Extraction via SQLMap

Category Injection

Description e The injectable authentication endpoint is exploitable by automated tooling
(SQLMap) capable of enumerating the entire database schema and extracting all
table contents without manual payload crafting.

e SQLMap's automated detection of injection type (error-based, time-based blind,
UNION-based) allows efficient extraction even against partially hardened
endpoints.

e The database stores plaintext or weakly hashed credentials (noted in Finding #10),
meaning extracted dumps immediately yield usable account credentials for lateral
movement.

¢ No rate limiting, account lockout, or anomaly detection on the login endpoint was
observed to deter automated exploitation attempts.

e The combined effect of SQLi + plaintext passwords results in complete
confidentiality breach of all stored user and application data.

Impact e Complete exfiltration of all user records — PII, email addresses, order history,
payment references.
e Credential stuffing attacks possible using extracted email-password pairs across
other platforms.
e Business logic data (orders, coupons, pricing) exposed, enabling fraud.
e Regulatory breach — GDPR/PCI-DSS violations if payment or personal data is
compromised.

Recommendation 1. Complete exfiltration of all user records — PII, email addresses, order history,
payment references.
2. Credential stuffing attacks possible using extracted email-password pairs across
other platforms.
Business logic data (orders, coupons, pricing) exposed, enabling fraud.
4. Regulatory breach — GDPR/PCI-DSS violations if payment or personal data is
compromised.

w
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Finding Id

Target Date

Affected URLs

Evidences

“deletedat™

“id": 7,
"name”: "OMASP Juice Shop T-Shirt”,
“description”: “Real fans wesr it 24/7!%,

e": 22.49,

an_shirt.ipg",

2026.04-30 15:08:29.885 +00:00"

“updatedAt®: “2026-84-30 15:08:29.885 400:00
“deletedAt™: null

“name”: “sortyfjuice-sh.op®,
“description”: “f2f933400b0ba@S7bcleISbBecbdbdies”™,

“deletedAt™:
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{
“id": 8,
“name”: “OWASP Juice Shop CTF Girlie-Shirt”,
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john@juice

emma@juice-sh.op
stan@juice-sh.o

ethereum@juice-sh.op

3250516f069d

Af

ical 72b8d12864 7/
0c36e517e3adbaablibblic6744a4¢f

1d9d 726cbdc873c539e4 1ae8757b8c

eh!

86191 7d5fas5f11729

31dc700d81a8fb

3869433d74e3d0c86f »621836bc82

12193340bb0b

g7

33b8ebd6d%e8

Dacdc2cc

b03f4b0bas

h953bc8

c04edabealif132

Yaae3?7

9ad5b0492bbeb28583e128d2a8941ded
5e30710c3ad3¢32100de0473

11af16fa8f418dd1a3051d6810

9283f1b2e9669749081963be0462e466

»7c3a2 769910

10a783b9%ed19eal

92a70b4b463220ch4

148b4b60f7dacd04¢

963e
05197

feDlce2al

Sfafaed7c982a042229

004 7995 7bbb4 2cA55eeb/

102f1c4a75¢

e9048a3{43dd5e094e

2¢17¢639

b616a64605a0794

Highly Confidential


https://np-atci-uat.np.accenture.com/DIAGEO_KBL_V8_PHASE2/Default.aspx

APP PS OWASP JUICE SHOP Dynamic Assessment Report

o paranece qoappea ope ayna
ING] heuristic (basic) test shows that GET parameter 'q' might not be injectable
testing for SQL injection on GET parameter 'g'
testing 'AND boolean-based blind - WHERE or HAVING clause'
GET parameter 'q' appears to be 'AND boolean-based blind - WHERE or HAVING clause' injectable
heuristic (extended) test shows that the back-end DBMS could be 'SQLite’
back-end DBMS is 'SQLite'. Do you want to skip test payloads specific for other DBMSes? [Y/n] Y

testing 'Generic inline queries'

Management djaGDJGjfakj
response

3. Reflected / DOM-Based Cross-Site Scripting (XSS) in Search Input

Category Injection

Description e The search input field reflects user-supplied data directly into the HTML DOM
without output encoding or sanitization, enabling JavaScript execution in the
victim's browser context.

e Confirmed payloads: <iframe src="javascript:alert('xss’)"> executes embedded
JavaScript via the iframe's src attribute; <a href="https://google.com
/">Google</a> demonstrates open redirect / phishing vector through anchor
injection.

e The application does not implement a Content Security Policy (CSP) header to
restrict script execution sources, leaving no browser-level mitigation against
injected scripts.

e Inputis processed client-side via Angular/React without proper DOM sanitization,
suggesting DOM-based XSS in addition to reflected XSS.

¢ No HttpOnly or SameSite cookie attributes were observed, making session token
theft via document.cookie exfiltration feasible.

Impact e Session hijacking via JavaScript document.cookie exfiltration to attacker-controlled
server.
e Credential harvesting through injected fake login forms overlaid on the legitimate
page.

¢ Keylogging, clipboard theft, and webcam/mic access via injected scripts in modern
browser APIs.

e Open redirect payload enables convincing phishing attacks leveraging the trusted
juice-shop domain.

Recommendation 1. Encode all user-supplied output using context-aware encoding (HTML entity
encoding for HTML context, JS escaping for script context) before rendering in the
DOM.

2. Implement a strict CSP header: Content-Security-Policy: default-src 'self'; script-src
'self' to block inline and external script execution.

3. Use Angular's built-in DomSanitizer or React's JSX auto-escaping — never bypass
with innerHTML or dangerouslySetinnerHTML.

4. Set HttpOnly and SameSite=Strict on all session cookies to prevent JavaScript-
based theft.

5. Implement an allowlist-based URL validation for redirect parameters to prevent
open redirect exploitation.

Finding Id
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Target Date

Affected URLs

Evidences
'. OWASP Juice Shop
You successfully solved a challenge: DOM XSS (Perform a DOM XSS attack with <iframe src="javascript:alert(*xss’)">_)
<> Jump to related ceding challenge
Search Results -
uting-machine-q79p7r6pwxxgh4r75-3000.app.github.dev
Management djaGDJGjfakj
response

4. Sensitive File Exposure on Web Server

Category Security Misconfiguration

Description e The web server exposes sensitive files (e.g., configuration files, backup files, or
internal documents) via direct URL access without authentication or access control
enforcement.

e Improper directory listing configuration or absence of deny rules in server
configuration (nginx/Apache) allows unauthenticated traversal and retrieval of
non-public assets.

e Sensitive paths discovered via the main.js bundle (Finding #8) likely guided
enumeration to locate these files — confirming that front-end asset leakage
directly enables server-side exploitation.

e No HTTP authentication challenge, authorization header check, or IP restriction is
enforced on the sensitive resource endpoints.

e The exposed files may contain APl keys, DB connection strings, internal IPs, or user
data depending on the file type accessed.

Highly Confidential
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Impact e Disclosure of internal infrastructure details aids attacker reconnaissance for
targeted exploitation.
e If config files are exposed, credentials or API keys embedded in them may enable
lateral movement to connected services.
e Backup files may contain older source code revealing deprecated but exploitable
logic.
e Compliance violations — inadvertent exposure of Pl or financial data.
Recommendation 1. Disable directory listing at the web server level (Options -Indexes for Apache;

autoindex off for nginx).

2. Enforce deny rules for non-public file extensions (.bak, .config, .env, .log) via server
config or .htaccess.

3. Move all sensitive files outside the web root entirely — they should never be
served by the HTTP server.

4. Implement authentication and RBAC checks at the middleware layer for any
endpoint serving internal resources.

5. Perform regular automated scans (e.g., Nikto, Gobuster) as part of CI/CD to detect
newly exposed paths before production deployment.

Finding Id

Target Date

Affected URLs

Evidences

C @ bug-free-computing-machine-q79p7répwxxgh4r75-3000.app.github.dev/ftg B &

~ | ftp

quarantine acquisitions.md announcement_encrypted.md
coupons_2013.md.bak eastere.gg encrypt.pyc
incident-support.kdbx legal.md - order_5267-81bfd31e4a42d3c1.pdf

package-lock.json.bak package.json.bak suspicious_errors.yml

o C @ bug-free-computing-machine-q7Sp7répwsxghdr?5-3000.app.github.dev/ftp/acquisitions.md

# Planned Acquisitions
» This document is cenfidentiall De not distributel

Qur company plans to acquire several competitors within the next year.
This will have a significant stock market impact as we will elaborate in
detail in the following paragraph:

Lorem ipsum dolor sit amet, consetetur sadipscing elitr, sed diam nonumy
eirmod tempor invidunt ut labore et dolore magna aliguyam erat, sed diam
voluptua. At vero eos et accusam et justo duo dolores et ea rebum. Stet
clita kasd gubergren, no sea takimata sanctus est Lorem ipsum dolor sit
amet. Lorem ipsum dolor sit amet, consetetur sadipscing elitr, sed diam
nenumy eirmod tempor invidunt ut labers et dolore magna aliquyam erat,
sed diam veluptua. At vero eos et accusam et justo duec dolores et ea
rebum. Stet clita kasd gubergren, no sea takimata sanctus est Lorem
ipsum dolor sit amet.

Our shareholders will be excited. It's true. No fake news.

Management
response

djaGDJGjfakj
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5. Insecure Direct Object Reference (IDOR) — Arbitrary Wallet Deposit Manipulation

Risk Rating

Category Broken Access Control

Description e The API endpoint responsible for wallet/credit deposits accepts an attacker-
controlled amount parameter in the request body without server-side validation or
business logic enforcement on the permissible value range.

e An authenticated user can intercept the HTTP request (via Burp Suite or browser
DevTools) and modify the amount field to an arbitrary positive integer — including
extremely large values — which the server processes and credits without
verification.

e No server-side check enforces that the deposit amount corresponds to an actual
payment transaction or payment gateway confirmation token, indicating the
payment flow and balance update are decoupled.

¢ The vulnerability may also permit negative amounts, enabling arbitrary deduction
from other accounts if the object reference allows cross-account targeting via a
user ID parameter.

e Absence of an HMAC signature or anti-tampering mechanism on the transaction
payload allows trivial parameter tampering without invalidating the request.

Impact e Financial fraud — attacker can credit arbitrary amounts to their own wallet without
any real monetary transaction.

e Potential for cross-account manipulation if user ID is part of the controllable
request payload.

e Business revenue loss and platform integrity compromise.

e Undermines payment provider integration — transactions not reconciled with
actual payment gateway events.

Recommendation 1. Never trust client-supplied monetary values — the server must independently
verify the transaction amount against a payment gateway event ID (e.g., Stripe
Paymentintent, Razorpay order ID) before updating balances.

2. Implement strict server-side business logic validation — define and enforce
allowed value ranges (minimum/maximum deposit amounts).

3. Tie balance updates to confirmed webhook callbacks from the payment provider
with HMAC signature verification.

4. Enforce RBAC on all financial endpoints — ensure users can only modify objects
scoped to their own authenticated session.

5. Log all transaction attempts with user ID, IP, amount, and outcome — alert on
anomalous deposit patterns.

Finding Id
Target Date

Affected URLs

11
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Evidences Wiy W e ® n =
g | PRSI
7 Accept-Encoding: gsip, deflate, bx
Referexr
https://bug-free-comput ing-machine-gq79p7xEpwexghdr75-2000. app . github . dev/
Authorisation: Bearerxr
eyJ0eXAi0iJKVLQiLCJIhbGei0iJSUs IINiJS . ey JsdGF0AXMi0 i JedWNjZXNs IiwiZGFOYS IE
eyJpZCIEMSwidXN]l cmShbWUiliJoaSIs ImUVeYWl s I o0 i YWRt aWS AanVp Y2 Ut cZgub 2 AiLCJwY
Klisd29yZCIEIjAx 0T I N JiZDcsMjUNTEZ ZJAZ OWRMMThiliT Awl iwicmSsZS 1€ ImFkbW
IuliwiZGUsdXhlV69rZWAi0i IiLCIsYXNOTGONnaWSJcCIETils InByb22phGUILWINZS 1€ ImF
s5cZV0cy9wdWJs aWMvaWlhZ Vsl 3Uwh GShZHMvZ GUmYX Vs dEFkbWl ulnBuZy Is InNRvdHBT ZWlly
ZXQi0iTiLCJpcO0Fjd6l 228 I16dHI1ZSwiYIJIYKRI ZEFO Ij0 iMjAyN i 0wliC Oy 1)xMjoyiDo 1M
543031 aliwidXBkYXR1ZEF0 150 iMjAyNiOwliCOyN 1QxMsowtjoxNC4yMT daliwiZ6GUsZXR1 ZE
FOIjpudixs£SwiaWF0IjoxNsc3Mjk00TMO£] . BS-Waumr 6FecgCFviMsfpdI0chyksY4bhOUK
sEHghro i9Xq8wl170ATvMqAJs4W0d0ZDracsJr 1E8Pc_mORwnbewSXRA_icROASusfgGlUpD4
WXdrPqAGShsdZFPESDm-sAnt IFgXyuixl1Bjas€ ihrQwlgBXHILLKtK]l o TLFwik
1 Content-Type: application/3json
11 Content-Length: &0
Origin
hetps://bug-free-comput ing-machine-q7Sp7rEpwxxghdr75-2000.app . githhb . dev
Sec-Fetch-Dest: empty
14 Sec-Fetch-Mode: coxs
15 Sec-Fetch-Site: same-origin
€ Prioxity: u=0
7 Te: trailexs
i (
"balance": 200000 0 0 00000,
"paymentld": 4
}
Response m = =
Pratty Raw Hex Render 0 n =
TITETT T pariias 40 Soamims o A0 0|0 0 o 0 A 0 0 S W A A A R
Tw-1gLE8ZC)ZdEe FEEXDNAj40£f jqqbSeq3ZxFIjpswP fve bUCFPJ1 58 imEEwZFgs J8hk3580m
uZQeqcky0YOWWAYZ7002Enévilhagqis Um0k 2Uh_mDYh aCtL jHe qZErsHEis IPEhkXo0SML-4
EVySlug2qUlnin¥ibdckwylcS I1£qp SSdRHN0 QcViJYIjrySEMpekTml 4xgs; path=/;
secure; samesiteSnone; Partitioned
11l Vazy: Accept-Enceding
1 X-Content-Type-Options: nosniff
12 X-Content-Type-Options: mosniff
4 Ratelimit-Limit: HttpRequestRatePerPort:1500/m
5 Ratel imit-Remaining: HttpRequestRatePerPort: 1456
12 PRatel imit-Reset: HttpRequestRatePerPort:17s
7 X-Report-Abuse: https://msrc.micresoft.com/ report/abuse
X-Ms-Ratel imit-Limit: 1500
1 X-Ms-Ratel imit-Remaining: 1456
a X-Ms-Ratel imit-Used: Z
a X-Ms-Ratel imit-Reset: 0
22 X-Trame-Optiens: IJAMEORIGIN
22 Feature-Policy: payment 'self’
24 X-Recruiting: /#/jebs
25 X-Rebots-Tag: neindex, nefollow
2f Beferrer-Policy: same-origin
27 VUssaas-Request-Id: 0cB87759c3-24€d-4b0£-b84c-af40aZlchd? 7l
26 Strict-Transport-Security: max-age=2152£000; include3ubDomains
a X-Served-By: tunnels-prod-rel-incl-vI-cluster
1) {
"status": "success",
"data": Zet22
}
Management djaGDJGjfakj
response

6. IDOR — Unauthorized Access and Modification of Other Users’ Shopping Baskets

Risk Rating

Category

Broken Access Control

Description e The basket/cart APl endpoints accept a basket ID as a path or query parameter
(e.g., /api/Basketltems/1) and perform no ownership validation — any
authenticated user can substitute another user's basket ID to view or modify it.

e The server does not validate that the basketld in the request corresponds to the
authenticated user's session — it returns or mutates the resource based solely on

the supplied ID.

Highly Confidential
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e Basket IDs appear to be sequential integers, making enumeration trivial — an
attacker can iterate from ID 1 to N to access all users' baskets without any

resistance.

e Write access to another user's basket allows item injection (adding products to
their cart, potentially triggering unwanted purchases if one-click checkout exists)
or item deletion (denial of service to their shopping session).

e This is a classic IDOR vulnerability arising from the absence of object-level

authorization checks at the API layer.

Impact

e Privacy violation — attacker can view all items in any user's basket, inferring

shopping behaviour and preferences.

e Cart tampering — attacker can add/remove items from another user's basket,

potentially causing unintended purchases.

e If basket contains saved payment method references, indirect exposure of payment

data.

Recommendation

1. Enforce object-level authorization on every basket API call — validate that the
basketld being accessed belongs to the authenticated user's session/JWT before

processing the request.

2. Use indirect references (UUIDs or session-scoped tokens) instead of sequential

integer IDs to prevent enumeration.

3. Implement a centralized authorization middleware (e.g., CASL, OPA) that enforces
ownership checks across all resource-level APl operations.
4. Add automated IDOR detection tests to the API test suite — assert that cross-

account resource access returns HTTP 403.

Finding Id

Target Date

Affected URLs

Evidences

Request

Pratty Raw Hex = n =

GET /xest/basket/2 HITP/2

Host: bug-free-computing-machine-q79p 7xfpwxxgh4x75-3000.app.github. dev
Cookie: .Tuwnels.Relay.WebFoxwaxding.Cookies=

CEDJONJJUTEAE i SEqensxonCUWIHuRcKsS IMDEANVHSTKGITDEobct 04Nk O Evz £0STBX Az sc
XeQAus_Foixiul_ ApuZul(gcM(¥nZmoZLjpElTwtwsX LoVHHcEbhmSYqs€ iZAvweuwnoUwdKcV
INFBSBUIDa HTJhxZlQGPcoxmcILEheXPgldfhWXPSZ204ve-QukIsCenilUeckIpInIZ£2ymEP
dpYJeTyCUJDpZjgcShBvsDqd7ILW(YA_e QX iMUACRR)0mY4J7eax JEURwvYLUvtkmENx SMvqs
wl2bMHIQTH-XC-kYeprdue 0 P SmWZHAdcvIEmyIMELOEOwiR]l Hub jesEw- LERcCtms g8 ThBaP T
G_UivNZSUSMeY N--U0S3uKaLPwPOXTjipkod-JTHUVIKOOLK_SSSHaTn-k30Z7u0 fPMuEPvm
XP4_LtHidOnY0ailZMZ08CT7ilH-qJe0ChbUnn-w353V-Cm0EKksdialLOEEFjwgvLo€2ZTugqixhl
Asnal WMy ShwT SmED A0KaAXVx SA LWLV qmbxEAUIMIWNnT shBLTMh2 i iRg iMPnEéHHsX aDptvBp 2
1b1P1 aUhoOh4kZ SSmAyZ7ylXS- aLiVIMHe 00EXRxyyLup I0SpArudbEKIShgbEmiigsudby
EDc8sTLTX IVERF Tk -z 3TThcYUCOYe fuWilXsESZULbk Iwd7TKOChROyZckF2Z1DXce C2qxLx WO~
YK xcObS5sTo0fLxmM(xLaXk SwYe AKiBD s IxRAEFmRAPED NbWIsm03wn3Z100Z2280chiWadly
ZHASALbHn1JqfuceOqXesabl KppScpLLVFESVCkZgUaTHaFzONcZE€75e QX ~2 VX GoGRe WS T Ak X
ZgQlGIEdRy IMZhGumt £amp X iDLz GnKQzM_iuxfnlvItfSvCHyAilNI1£SufdBE)e35REeGcZETL
eDFRswt 0Th£CAWV It FSHT S4EqgAovEnE T2 3dQgL i dnZVAVITHYhGAVOL a$ ;

tunnel phishing_protection=jelly-deg-gmOfnjh.incl, language=en,
welcomebarnezr_status=dismiss, cookieconsent status=dismiss, continuelode=
B4lgQlWONEX almeyol EBjdagemIgSe e hBMT YocY76Jbwin S SAMgPLERDkvp2Y, token=
eyJ0eXAiOiJEKVIQILCUhLGci0iJSUs IINiJS . eyJudGr0dXMi0 iJudWlI4ZXNe I iwiZGFOYSIE
eyJpZCIEMSwidXNl cmShbWUi0iJibIVeZWagYISkZIS Ix ImVe YWl s 10 iYWRE AWS AanVUpYIiUtc
SgublAILCIwYXNedlSyZCIE I5Ax 0T I3 ZJiZDcaMjUnlTEZ Z JAZ OWRMMThilT Aw ]l iwicm
CeZSIEImIkbWIuliwiZGVsdXhlVEOxZWAI0 i IALCIsYXNOTCONAWS JcCIELila InByb I 2phey
JhWMNZI I ImPecZU0cySwdWls alMvaWlhZ ZVsl IVub GShZHMvZ GUmTX Vs dE kbWl ulnBuZy s
InRvdiBTZWlyZ2XQi0iTiLCJpcOFjdel 228 IEAHJLIZSwiYIJIYXRI ZET0 I j0 iMj Ayl i OwlICOy0
FlulljoulijowlCAsMTVAl iwidXBkYXRI ZETO I jo iMjAyN i OwliCOy 0 FQulljoullao 00 C4ASMT VAT
wiZGUsZXRIZETO Ijpudic s £ IwiaWl0 IjoxNec IMsUZNDYS£Q . CIUCh AUTMOLKO _o6-T1XXykS$

Highly Confidential
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Management
response

Response Q==

Raw Hex Render = \n

“status": "success",
"dava": (
"tae:2,

“coupon":null,
"Usexld":Z,
“createdAc": "I02&-04-28TOE:0€:11.4702",
"updatedAt": "I0ZE-04-28TOE: 0€:11.49702",
"Produces™: [
(
"id": 4,
“name": "Raspberry Juice (1000m1)",
"descxiption"
“Made f£rom blended Raspberry Pi, water and sugaxr."
"price":4.99,
"deluxePrice": 4.66,

"image": "raspl

"createdAt": " 0
"updatedAt": "202£-04-20T0E:0£:11.1572",
"deletedAt":null,
"Basket Item": (

"ProduccId": 4,

"BasketId": I,

"id": 4,

"quantity": 2,

"crxeatedAt": "Z0ZE-04-20TOE €:11.5490z2"
"updatedAt": "Z02£-04-28T0&6:06:11.5402"

djaGDJGjfakj

7. Passwords Stored Without Encryption / Cryptographic Hashing

Risk Rating

Medium

Category

Cryptographic Failures

Description

The user registration endpoint accepts and processes POST requests with empty or
null values for fields marked as required (e.g., email, password, username),
indicating that field-presence validation exists only on the client side and is absent
at the API/server layer.

By intercepting the registration request and clearing required field values (via Burp
Suite or curl), an attacker can create malformed user accounts with empty
identifiers that may break downstream business logic or data integrity constraints.
Absence of server-side validation violates the principle of defense-in-depth —
client-side validation is a UX aid, not a security control, and is trivially bypassed by
any HTTP client or proxy tool.

Empty field accounts may bypass authentication flows if the login query matches
on empty strings or NULL values, depending on ORM behavior and query
construction.

This indicates a systemic design gap — if registration lacks validation, other forms
(profile update, checkout) may have similar omissions.

Impact

Creation of ghost accounts with empty identifiers that may pollute user databases
and break analytics/reporting.

Potential authentication bypass if empty-field accounts can be used to log in
without credentials.

Downstream application errors or crashes if null values propagate to services
expecting valid email/username formats.

Recommendation

Implement comprehensive server-side input validation using a validation library
(e.g., Joi, Yup, express-validator) for all registration and user-input endpoints —

Highly Confidential
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validate field presence, type, length, and format independently of client-side
checks.

Enforce database-level NOT NULL constraints and unique constraints on critical
columns (email, username) as a last line of defense against invalid data insertion.
Return descriptive HTTP 400 (Bad Request) responses with field-level error details
when validation fails — this aids developers without exposing internal logic.
Conduct a validation audit across all POST/PUT endpoints to identify other missing
server-side checks systemically.

Add integration tests that send malformed/empty payloads to all input-accepting
endpoints and assert HTTP 400 responses.

Finding Id

Target Date

Affected URLs

Evidences

}

"email": "xys@email .com",
"passwoxd": "123456789",
"passwordRepeat": "12245€768",
"securityQuestion": {
"id":13,
"question”: "Numbexr of one of your customer ox ID caxds?",
"createdAt": "Z026-04-20TO0E: S4: 1€.s702",
"updatedAt": "Z02£€-04-28T0€: 54: 1€.5702"
|
"securityAnswerx": "45"

Management
response

djaGDJGjfak]

8. Weak MD5 Password Hashing — Cryptographically Broken Algorithm

Risk Rating Medium
Category Cryptographic Failures
Description User passwords for certain accounts within the application are hashed using the

MD5 algorithm — a cryptographically broken hash function that was deprecated
for security use in 1996 and is entirely unsuitable for password storage in any
context.

MD5 produces a fixed 128-bit output with no salting applied per-user, making the
stored hashes immediately vulnerable to precomputed rainbow table lookups —
entire MD5 hash databases covering billions of common passwords are publicly
available online (e.g., CrackStation, HashKiller).

MD5 can be computed at approximately 10-20 billion hashes per second on a
single modern GPU (RTX 4090 class), meaning an exhaustive brute-force attack
against all 8-character lowercase alphanumeric passwords completes in under 60
seconds.This indicates a systemic design gap — if registration lacks validation,
other forms (profile update, checkout) may have similar omissions.

Highly Confidential
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Impact e All MD5-hashed passwords are trivially reversible via publicly available rainbow
tables — any extracted hash can be cracked within seconds using free online tools,
requiring no specialized hardware.

e An attacker who obtains even a single valid MD5 hash (e.g., via SQL injection) can
immediately authenticate as that user without needing to interact with the
application.

e Passwords cracked from MD5 hashes are usable for credential stuffing against
banking, email, and social media platforms — the real-world financial and personal
impact extends far beyond the application itself.

Recommendation 1. Replace all MD5 password hashes immediately with bcrypt (cost factor > 12),
Argon2id (recommended by OWASP as the first choice for new systems), or scrypt
— these are the only algorithms acceptable for password storage per current NIST
guidance.

2. Generate a unique, cryptographically random per-user salt (minimum 16 bytes /
128 bits) using a CSPRNG such as crypto.randomBytes() in Node.js — the salt must
be stored alongside the hash but must not be derived from user attributes.

3. Implement an on-login upgrade path — when a user authenticates successfully
and a legacy MD5 hash is detected, immediately re-hash with the new algorithm
and overwrite the stored value in the database.

4. Force a mandatory password reset notification for all accounts with MD5-hashed
passwords — treat all such passwords as already compromised and require users
to choose new credentials.

Finding Id

Target Date

Affected URLs

Evidences

admin@juice-sh.op 0192023a7bbd 73250516f069df18b500
jim@juice-sh,op
bender@juice-sh.op 0c36e517e3fa95aablibbllc6744a4ef
bjoern. kimminich@gmail.com 6edd9d 726cbdc8/73cH39e4 1ae8/5/b8c
ciso@juice-sh.op 861917d5fa5f1172f931dc700d81a8%b
support@juice-sh.op : 3d0c86fd255621836bc82
morty@juice-sh.op 12193340bb0balSs 7hc8e33b8ebdbd%% 8
sh.op b03fab0basba58falacdc02¢db953bc8
112934@juice-sh.op Jc2abc0dedabeasfl
vurstbrot@juice-sh.op 9ad5b0492bbeb28583e128d2a8941ded
vice-sh.of 030105e45e30710c¢3 32f00de0473
bjoern@juice-sh.op 7f311911af16fa8f418dd1a3051d6810
bjoerng 9283f1b2e9669 74908196 3be0462e466
chris.pike 10a783b9%ed19ealc67c3a27699f0095b
accountant@juice-sh.op 963e10192a70b4b463220cb4c5d636d¢
uvogin@juice-sh.op 05f92148b4b60f7dacdDdcce
demo feOice2a/fbac8fafaed 70987
john@juice-sh.op 004 /¢
emma@juice-sh.op 402f1cAa75e316alec5a
stan@juice-sh.o ©9048a3143dd5e094ef733f3bd88eabs
ethereum@juice-sh.op 2¢17¢6393771e¢3048303 0c5ec
testing@juice-sh.op b616a64605a07941fbd31868aea3bs
Management djaGDJGjfakj
response
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9. Unauthenticated / Unprotected Admin and Accounting Routes

Risk Rating

Medium

Category

Security Misconfiguration

Description

The /administration and /accounting routes are directly accessible via URL without
any server-side authorization check enforcing admin-level role membership.
Route protection appears to rely solely on client-side Angular route guards (e.g.,
canActivate), which are trivially bypassed by directly navigating to the URL or
manipulating client-side state.

The routes are discoverable via the bundled main s file where Angular router
configurations expose all registered paths in plaintext.

Once accessed, the administration panel likely exposes user management, order
management, and configuration capabilities that should be restricted to privileged
roles.

No HTTP 401/403 response is returned when a non-admin authenticated or
unauthenticated user accesses these paths, confirming the absence of server-side
enforcement.

Impact

Any user — authenticated or not — can access admin functionality, enabling user
data manipulation, order tampering, or configuration changes.

Ability to create/delete users, reset passwords, or escalate privileges without
administrative credentials.

Complete loss of application integrity if admin controls are abused at scale.

Recommendation

Implement server-side authorization middleware that validates JWT/session claims
for role = admin on every request to /administration and /accounting API
endpoints — client-side guards alone are insufficient.

Return HTTP 401 for unauthenticated requests and HTTP 403 for authenticated
non-admin requests to sensitive routes.

Apply the principle of least privilege — admin routes should only be accessible
from internal IPs or via VPN in production environments.

Conduct a full route audit and map each route to its required permission scope in
a centralized access control matrix.

Finding Id

Target Date

Affected URLs

Highly Confidential
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Evidences
« C @ bug-free-computing-machine-q79p7repwxxghdr75-3000 app.github.dev/#/administratior B %
= ‘ OWASP Juice Shop Q @ Account W Your B4
You successfully solved a challenge: Admin Section (Access the administration section of the store.)
<> Jump to related coding challenge
Administration
Registered Users Customer Feedback

| love this shop! Best products in town!
Highly recommended! (**"in@juice-
sh.op)
Great shop! Awesome service!
(***@)juice-sh.op)
Nothing useful available here!

Management djaGDJGjfakj

response

10. Sensitive Internal Paths Exposed via main.js Bundle

Risk Rating Medium

Category Security Misconfiguration

Description e The Angular production build (main.js) is served unobfuscated and contains
plaintext Angular router configurations, exposing all registered application routes
including privileged paths such as /administration and /accounting.

e The bundle may additionally contain hardcoded APl endpoint URLs, internal
service references, feature flags, environment-specific configurations, or developer
comments left in source.

e Attackers can retrieve main.js without authentication, parse it using browser
DevTools or tools like js-beautify, and enumerate the full attack surface of the
application in minutes.

e This constitutes a reconnaissance amplifier — every other vulnerability in this
report was easier to discover because the route map was publicly available in the
frontend bundle.

e Dead code, deprecated routes, or legacy APl endpoints included in the bundle but
not linked in the Ul remain exploitable if left accessible server-side.

Impact e Drastically reduces attacker effort for endpoint enumeration and attack surface
mapping.

e Exposes admin routes, internal APIs, and potentially hardcoded secrets to
unauthenticated users.

e Enables targeted exploitation of discovered endpoints — as demonstrated in
Findings #4 and #7.

Recommendation 1. Enable production-grade minification and tree-shaking in the Angular build

pipeline — use ng build --configuration production with buildOptimizer: true.
2. Apply JavaScript obfuscation tooling (e.g., javascript-obfuscator) as a post-build
step to obscure route strings and identifiers.

Highly Confidential
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Remove all dead code, unused routes, and developer comments from production
builds via linting rules and build-time analysis.

Critically: server-side access control must be the primary defense — obscuring
routes is a defense-in-depth measure, not a substitute for proper authorization.
Audit the bundle for hardcoded secrets using tools like truffleHog or gitleaks
integrated into CI/CD pipelines.

Finding Id

Target Date

Affected URLs

Evidences

Management
response

djaGDJGjfakj

11. Sensitive Discount Coupon Code Leaked via Chatbot

Risk Rating Medium
Category Insecure Design
Description The application's chatbot exposes valid promotional coupon codes to any

authenticated user through conversational prompts, without verifying entitlement,
user role, or triggering conditions.

The chatbot response logic likely matches user input against hardcoded or
database-stored patterns and returns coupon values when triggered — with no
rate limiting or one-time-use enforcement visible at the discovery stage.

Coupon codes are treated as secrets but are stored or referenced in a context
(chatbot response templates or knowledge base) accessible to the application layer
without confidentiality controls.

This represents an insecure design flaw — business-sensitive data (discount codes)
is accessible through an unintended channel without appropriate access controls.
If coupon codes are not single-use or rate-limited, the leaked code can be reused
unlimited times by any user who discovers the trigger phrase.

Highly Confidential
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Impact Unlimited discount abuse — any user can claim promotional codes not intended
for them, causing direct revenue loss.
Coupon codes shared publicly (social media, forums) amplify the financial impact
at scale.
Undermines marketing campaign integrity and budget control.

Recommendation Redesign chatbot response logic to never return raw coupon codes — use
entitlement checks before surfacing any promotional data.
Implement coupon codes as single-use, time-bound tokens tied to a specific user
account upon issuance.
Store coupon codes with access controls — only the redemption APl should query
coupon values, not the chatbot response engine.
Add rate limiting and anomaly detection on coupon redemption endpoints to
detect bulk abuse.
Conduct a review of all chatbot response templates and knowledge base entries
for inadvertent sensitive data exposure.

Finding Id

Target Date

Affected URLs

Evidences
Sorry | couldn't understand what you were trying to say
give me coupen code
Oooookay, if you promise to stop nagging me here's a 10% coupon code
for you: kitgpDmhz3Tq
Ask me anything in English

Management djaGDJGjfakj
response

12. Missing X-Frame-Options / Clickjacking Vulnerability

Risk Rating

Category

Injection

Highly Confidential
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Description

The application does not return X-Frame-Options or Content-Security-Policy:
frame-ancestors headers in HTTP responses, allowing any external domain to
embed the application inside an <iframe>.

An attacker can host a malicious page with a transparent or opaque iframe overlay
positioned over legitimate Ul elements (e.g., checkout button, account settings),
tricking users into performing unintended actions.

Combined with the absence of CSRF tokens (if applicable), iframe-based attacks
can execute state-changing operations on behalf of the authenticated victim.

The attack requires no server-side vulnerability — it exploits the browser's default
iframe rendering behavior in the absence of protective headers.

Sensitive pages including the administration panel (/administration) are equally
framing-unprotected, increasing severity of the clickjacking attack surface.

Impact

Victim unknowingly performs authenticated actions (purchases, profile changes,
fund transfers) triggered by attacker's overlaid Ul

Admin clickjacking can lead to unauthorized configuration changes or privilege
grants.

Low user awareness — attack requires no malware, just visiting an attacker-
controlled page.

Recommendation 1. Add X-Frame-Options: DENY or X-Frame-Options: SAMEORIGIN to all HTTP
responses at the server/middleware level.

2. Implement CSP frame-ancestors directive: Content-Security-Policy: frame-
ancestors 'none' for full protection (supersedes X-Frame-Options in modern
browsers).

3. Configure the header globally in the web server config (nginx/Apache) rather than
per-route to prevent omission on sensitive endpoints.

4. Use automated security header scanners (e.g., securityheaders.com, OWASP ZAP)
in Cl/CD pipeline to catch missing headers before deployment.

Finding Id
Target Date
Affected URLs
Evidences Request
Pretty Raw Hex R n
GET / HITP/Z
2 Host: bug-free-computing-machine-q7Sp7rEpwrxghdr75-2000_app.github._dev
Usexr-Agent: Mosilla/5.0 (Windows NT 10.0; Winf4, x€4; zv:150.0)
Geckeo/Z0100101 Firxefox/150.0
Accept: text/hetml,application/xhtml+xml, application/xml ;q=0.9,%/ *, q=0.8
5 Accept-Language: en-US,en;q=0.9
¢ Accept-Encoding: gsip, deflate, br
7 Upgrade-Insecure-Requests: 1
Sec-Fetch-Dest: document
Sec-Fetch-Mode: navigate
Sec-Fetch-Site: none
Priexi ty: w=0, i
Pragma: no-cache
Cache-Contrel: no-cache
Te: trailers
Management djaGDJGjfakj
response
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13. Publicly Accessible Application Logs Exposing Internal System Information

Risk Rating

Category

Security Logging & Monitoring Failures

Description The application exposes server log files that can be accessed without authentication. These
logs contain internal request details including endpoints, timestamps, IP addresses, and
user activity.

Impact e Enables attackers to:

o Map internal APl endpoints
o Identify admin routes
o Analyze user behavior
e Assists in further attacks (reconnaissance phase)
e May expose sensitive data if logging increases in future
Recommendation Restrict access to log files (authentication required)

AN =

Implement proper access

Store logs outside web root
Sanitize sensitive data before logging

control for log storage

Finding Id

Target Date

Affected URLs

Evidences

125.18.150.184 - - [29/Apr/2826:87:12:55 +0000] "GET
q79p7répuxxghdr75-30e8.app.github.dev/" “Mozilla/5.@
125.18.150.184 - - [29/Apr/2026:07:12:55 +000@] "GET
q79p7répuxxghdr75-30e@.app.github.dev/” "Mozilla/5.8
125.18.150.184 - - [29/Apr/2026:07:12:55 +0000] "GET
q79p7répwxxghd4r75-3008.app.github.dev/" "Mozilla/5.@
125.18.150.184 - - [29/Apr/2026:07:12:55 +0000] "GET
q79p7r6puxxgh4r7s-3000.app.github.dev/" "Mozilla/S.@
125.18.150.184 - - [29/Apr/2026:07:12:55 +8008] “PUT

HTTP/1.1" 208 50 "https://bug-free-computing-machine-

Gecko/20100101 Firefox/150.0"

125.18.150.184 - - [29/Apr/2026:07:12:55 +8000] “GET
q79p7r6puxxghdr75-3008.app.github.dev/" "Mozilla/5.@
125.18.150.184 - - [29/Apr/2026:87:12:55 +0000] "GET
q79p7répuxxghdr?s-3000.app.github.dev/" "Mozilla/S.@
125.18.150.184 - - [29/Apr/2026:87:12:55 +0000] "GET
q79p7r6puwxxghdr75-3088.app.github.dev/" “Mozilla/5.@
125.18.150.184 - - [29/Apr/2026:07:12:55 +0000] "GET
q79p7répwxxghdr75-3008.app.github.dev/" "Mozilla/5.8
125.18.150.184 - - [29/Apr/2026:07:12:55 +0000] "GET
q79p7répwxxghd4r75-3008.app.github.dev/" "Mozilla/5.@

/rest/admin/application-version HTTP/1.1" 384 - "https:

(Windows NT 10.8; Win64; x64; rv:150.0) Gecko/20100101
/rest/admin/application-configuration HTTP/1.1" 3e4 -
(Windows NT 18.8; Win64; x64; rv:150.8) Gecko/20100101

/rest/user/whoami?fields=email HTTP/1.1" 28@ 11 “https:

(Windows NT 1©.©; Win64; x64; rv:150.9) Gecko/201001@1

//bug-free-computing-machine-
Firefox/150.0"
"https://bug-free-computing-machine-
Firefox/158.0"
//bug-free-computing-machine-
Firefox/15@8.8"

/restfuser/whoami HTTP/1.1" 2@@ 11 "https://bug-free-computing-machine-

(Windows NT 18.8; Win64; x64; rv:150.8) Geckc/20100101
/rest/continue-code/apply/842gQWONKXalmeyol6BjdzgemIgs:

Firefox/150.0"
eehBMTYocY7GIbw3z95nMqPLERDKVpPZY

q79p7r6puxxghdr75-3000.app.github.dev/" "Mozilla/5.@ (Windows NT 10.0; Winé4; x64; rv:150.9)

/rest/admin/application-version HTTP/1.1" 304 - "https
(Windows NT 10.8; Win6é4; x64; rv:150.80) Gecko/20100101
/rest/admin/application-configuration HTTP/1.1" 384 -

(Windows NT 10.8; Win64; x64; rv:150.9) Gecko/20100101
/rest/languages HTTP/1.1" 28@ - "https://bug-free-compi
(Windows NT 18.8; Win64; x64; rv:150.0) Gecko/20100101

://bug-free-computing-machine-
Firefox/150.8"

"https://bug-free-computing-machine-
Firefox/150.8"

uting-machine-
Firefox/150.0"

/rest/products/search?q= HTTP/1.1" 200 - "https://bug-free-computing-machine-

(Windows NT 18.8; Win64; x64; rv:150.9) Gecko/281801@1
/api/Challenges/?name=Score%2@Board HTTP/1.1" 208 449
(Windows NT 1©.©; Win64; x64; rv:150.9) Gecko/201ee1@1

Firefox/158.8"
"https://bug-free-computing-machine-
Firefox/15@.8"

Management
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